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1 General

1.1 Support

1.1.1  Support Center Hours:

M - F (8am - 5pm) London UK GMT 00:00
M - F (8am - 5pm) Houston USA GMT -06:00

1.1.2  Support Center Contact Information:

Toll Free Phone: +1-877-862-9468

At Prompt:

Press 1 for Technical Support

Press 3 for Other Support

(Any message left generates a Support Ticket)

Online: http://mangansoftware.com/customer-support/

(Generates a Support Ticket and provides customer status of ticket)
Email: softwaresupport@manganinc.com
(Generates a Support Ticket and provides customer status of ticket)

1.1.3 24 Hour Support Request:

Please use Online support request form, or Email to generate an off-hour’s ticket. You can also leave a phone

message and it will be forwarded to the on-duty support tech.

1.2 User Account Management and Policy’s

1.2.1  SPI Remote App Login Password Policy:

This password policy applies to the Remote Application Launching (windows authentication) password and

not the SPI Login which is separate from this account.

e Passwords will expire ever 365 days
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e Passwords cannot contain the user's account name or parts of the user's full name that exceed two
consecutive characters

e Passwords must be at least 7 characters in length

e Contain characters from THREE of the following four categories:
e English uppercase characters (A through Z)

English lowercase characters (a through z)

Numeric Digits (0 through 9)

Non-alphabetic characters (! $ # % )

We recommend using the Login Password Reset Tool to create a password for you.
https://sinclairspi.mangansoftware.com

1.2.2  Failed Login Account Lockout Policy:

If you fail to login 5 times your account will lockout for 30 mins. After 30 minutes the lockout will reset, and
you can try to login again.

If you wish to reset a user account immediately, this can be done using the Login Password Reset Tool.

1.2.3 New Remote Desktop User Account Creation (Administrator Function)

Users that are also Administrators can use the provided “Sinclair Add new User to Remote
Access” Application Script. This will launch a PowerShell script window with a prompt for
S’ the following new user information.
’ T

First Name

Last Name

Email (Email Address)
Company Name

Sinclair Add New
User to Remote
Access

S8 Administrator: Sinclair Add New User to Remote Access

Input New
Input New
Generating us e as Ve1\firstname.lastname = [ SINSPISRVO1\j

Us me [ J

Generati

Input New
put Co

WARNING: A user with username [ jeremy.lucas ] has been created in Active Directory.
WARNING: This will be the ONLY time we display the password so you will want to copy it down.
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2 Setup and Using Sinclair SPI Remote Desktop

2.1 Download Sinclair SPI Remote Desktop Profile

Download the Sinclair Remote Desktop RDP Connection Profile “Sinclair_SPL.rdp” from the support website at
https://sinclairspi.mangansoftware.com

Mangan Software Solutions
MAN AN Cloud Hosted Application Support
SoftwareSolutions!

Hosted Application Links

Sinclair SPI Remote Desktop

Click Here to Download Remote Desktop RDP File

This remote desktop file has all the configuration to connect to the secure RDP Server as well as desktop
sharing settings configured to allow access to your local drives.

2.2 Running Sinclair SPI Remote Desktop and Login

1.) Run the “Sinclair_SPLrdp” File on your computer
2.) You may be prompted to Accept “Trust” the Security Certificate, Check “Don’t ask me again for
connections on this computer” and click “Yes”

Windows Security X

Enter your credentials

ﬁ The identity of the remote computer cannot be verified. Do
you want to connect anyway?

These credentials will be used to connect to

The remote computer could not be authenticated due to problems with its sinclairspi.mangansoftware.com.
security certificate. It may be unsafe to proceed. @
Certificate name ’ SINSPISRVO1\testuser2| X ‘
[5] Name in the certificate from the remote computer:
sinclairspi.mangansoftware.com ‘ Password ‘
Certificate emors E Remember me
The following emors were encountered while validating the remote -
computer’s certificate: @
/1, The certificate is not from a trusted certifying authority. Q testuser1

SINSPISRVO1\testuser1

i ifi ? -
Do you want to connect despite these certfficate emors? e e R faam saasi @

Dont ask me again for connections to this computer ‘/

View certtificate... Yes No OK Cancel

3.) You will be prompted to Login with your Credentials. Since your computer is probably on another
domain, and will have another account associated with it you will need to first select “More Choices”
and then select “Use a different account”

4.) Enter your username which will be preceded with “SINSPISRV01\”. For example if your username is
testuser2, you would enter “SINSPISRV01\testuser2”

5.) Enter your password and then check the “Remember me” box so that you won’t need to re-enter this
information each time.

6.) Click the “Ok” button to proceed to the SPI Remote Desktop Server.
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2.3 Moving Files from the Remote Server to your Local Computer

To move files from the Remote App Server to your local computer you will need to make sure that the “Local
Resources” are allowed to interact with the remote session profile.

The default profile has the following resources redirected to the Remote Desktop

Local Resources -> Clipboard
Local Resources -> Printer
Local Resources -> More -> Drives(s) All

1. You can verify these settings by [Right Clicking] on the RDP Session Profile and Selecting [Edit]
2. Select [ Local Resources | Tab
3. Select [ More... ] button

b Remote Desktop Connection

| Remote Desktop
[; »¢) Connection

Sinclair_SP...
General Display Experience  Advanced

Remote audio Remote Desktop
B Configure remote audio settings. N 5<) Connection

Settings...
Local devices and resources

Keyboard
Apply Windows key combinations:

" Only when using the full screen
Example: ALT+TAB
Local devices and resources

. / Choose the devices and resources that you want to use in
’SJJJ your remote session.

[ Printers [ Clipboard

Choose the devices and resources on this computer that you want to
use in your remote session.

[C]Smart cards
[_]Ports
[_|Video capture devices
[CJOther supported Plug and Play (PnP) devices

(4 Hide Options

Once this is verified your Local Computers Disks will show up mounted as drives in the Remote desktop.

~ Devices and drives (6)

Q‘ . Con JLUCASWIN10VM a‘ . D on JLUCASWIN1OVM a‘ . Eon JLUCASWINTOVM
- Windows (C:) Temporary Storage (D:)

1 Z on JLUCASWINTOVM A= | [}
i- My 961 GB free of 0.99 TB My 59,1 GB free of 63.9 GB

v Network locations (2)
testuser! Home (S:) Sinclair (\\SINSPIAPPDB02) (T:)

| » H
!’ 961 GB free of 0.99 TB a’ 961 GB free of 0.99 TB
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2.4 Reset SPI Intools.ini file

If a user is having issues with their mapped SPI Drives (S and T drives not connected) or issues with their
intools.ini file being corrupt. We have a shortcut that will run scripts to repair the mapped drives and
regenerate the intools.ini file from the intools.ini.org template for Sinclair.

An icon shortcut is on the Start Menu called “Reset My SPI ini”. This one short cut will re-map all missing
drives as well as regenerate the intools.ini file for the user profile.

&

Reset My SPI ini
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